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What we will cover …
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1. New auditing standard on fraud 

2. Nonprofit Organization Fraud Risk Assessment 

3. Practice Risk Assessment 



What’s Happening?
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The Auditing Standards Board (ASB) has proposed a new Statement on Auditing Standards (SAS) 

that would supersede SAS No. 122, Section 240.

Effective Date

Periods ending on or after

December 15, 2028

The definition of fraud has not changed. The proposal clarifies and expands auditor responsibilities, 
including considerations for governments and nonprofits.

Early Implementation Based On

Permitted for firms

ready to adopt sooner

IAASB fraud standard

(effective Dec 15, 2026)



A More 
Proactive, 
Fraud-Focused 
Approach

The proposed standard requires auditors to 
supplement current procedures with specific 
fraud consideration throughout the entire audit 
– from planning through reporting – and to 
complete a stand-back procedure considering all 
evidence obtained.
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Professional skepticism must be maintained during the entire audit, 

including when time pressures exist near the end of the engagement 

including last minute journal entries including those posted directly 

to the financial statements.



Revenue Recognition:  A Sharper Focus
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Current standards presume a fraud risk related to revenue recognition. The proposal goes further.

Specific Revenue Types Transaction-Level Analysis

Assertion-Level Focus Granular Assessment

Auditors must determine which types of revenue 

may give rise to fraud risk

Identify specific revenue transactions susceptible 

to material misstatement due to fraud

Evaluate which relevant assertions are most at risk 

for each revenue stream

Sharpens focus on areas where revenue-related 

fraud is most likely to occur



Expanded Risk Assessment Procedures
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The proposed standard applies a fraud lens to risk assessment, including a retrospective review 

of accounting estimates.

• Review prior-period accounting estimates for 

evidence of fraud risk

• Identify indications of management bias

• Assess potential third-party fraud

• Vendor kickback arrangements

• Procurement schemes to divert resources

• Schemes where insiders participate or 

management ignores red flags

Retrospective Review Third-Party Fraud Examples



Strengthened Control Documentation
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When understanding the control environment, documentation must now include a specific fraud focus.

1

2

3

4

Document how those charged with governance exercise oversight of 

management's processes for identifying and responding to fraud risk
Governance Oversight

Fraud Controls

Management Override

External Schemes

Document the controls management has established to address 

identified fraud risks within the entity

Treat management override as a risk of material misstatement at both 

financial statement and assertion levels

Evaluate how external fraud schemes succeed when insiders 

participate or management ignores clear red flags



Enhanced Inquiries & Analytical Procedures
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Analytical ProceduresManagement Inquiries

• Senior team members should lead key fraud-

related inquiries in person

• Responses should be corroborated with 

other audit evidence where possible

• Expanded scope of individuals to be 

questioned about fraud

• Identify unusual or unexpected relationships 

that may indicate fraud risk

• Compare results to peer entities as part of 

fraud risk assessment

• Use analytics to challenge management 

representations



Communication When Fraud is Suspected

9

Fraud Involving Management

Fraud Identified or Suspected

Communicate to the appropriate level of management. All instances of identified or suspected fraud must be 

escalated promptly to ensure timely investigation and response.

Communicate to those charged with governance, along with any other fraud matters relevant to their oversight 

responsibility. This ensures the board or audit committee is fully informed of management-related fraud concerns.



Why Does Fraud Occur?
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The Fraud Triangle is the foundational framework used in auditing to understand the conditions 

that lead to fraud.

Pressure/Incentive Opportunity Rationalization

A financial or personal 

motivation to commit fraud — 

such as meeting earnings targets, 

personal debt, or bonus 

thresholds. External or internal 

pressures create the perceived 

need.

Weak internal controls, lack of 

oversight, or complex 

transactions that create 

openings for fraud to be 

committed and concealed 

without detection.

The individual justifies the 

fraudulent behavior — 

convincing themselves it is 

temporary, deserved, or 

harmless. Common 

rationalizations include 

entitlement or intent to repay.



Live Content Slide

When playing as a slideshow, this slide will display live content

Poll: What is the #1 type of internet crime by 
number of complaints according to the FBI?



FBI Annual 
Internet 
Crime Report
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Nonprofit 
Organization 
Fraud Risk
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Emerging risks, governance responsibilities, and the 
critical role of those charged with oversight in the 
fight against fraud



The Audit Committee’s Role in Fraud
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DeterrencePrevention

Detection & Discovery Investigation & Response

Set the tone at the top by establishing a culture 

of ethics and integrity. Ensure anti-fraud policies 

are in place and communicated throughout the 

organization.

Review the effectiveness of fraud detection 

mechanisms including internal audit, data 

analytics, and hotline reports. Challenge 

management on unusual trends.

Oversee strong internal controls and enforce 

accountability. Visible governance oversight and 

whistleblower channels discourage potential 

fraudsters.

Direct independent investigations when fraud is 

suspected. Ensure appropriate remediation, 

regulatory reporting, and lessons learned are 

implemented.



Conflict of Interest Policy 
as a Fraud Deterrent
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A well-designed conflict of interest policy is one of the most effective tools for preventing fraud 

before it starts.

Policy Essentials How It Deters Fraud

• Require annual disclosure of financial interests, 

outside employment, and related-party 

relationships

• Define clear thresholds for reporting gifts, 

hospitality, and vendor relationships

• Mandate recusal from decisions where conflicts 

exist

• Apply to all levels — board members, 

management, and staff

• Creates transparency that makes 

concealment difficult

• Reduces opportunity — a key element of 

the Fraud Triangle

• Establishes accountability and a culture of 

ethical conduct

• Provides evidence trail for auditors and 

investigators



Cyber Risk in the Fraud Landscape
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Key Cyber-Fraud Risks Assessment Considerations

Cyber threats are increasingly intertwined with fraud. Organizations must assess how digital 

vulnerabilities create openings for financial misconduct.

• Business email compromise and payment 

diversion schemes

• Ransomware attacks that conceal fraudulent 

transactions

• Data breaches exposing financial information to 

bad actors

• Social engineering targeting employees with 

financial access

• Evaluate IT general controls and access 

management

• Review incident response plans and breach 

history

• Assess segregation of duties in digital 

systems

• Consider third-party vendor cybersecurity 

posture



Artificial Intelligence: Risks & Opportunities
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AI as a Fraud Risk AI for Fraud Detection

AI is transforming both how fraud is committed and how it can be detected. Organizations need to 

understand both sides of this equation.

• Deepfake audio and video used to authorize 

fraudulent transactions

• AI-generated phishing and social engineering at 

scale

• Automated manipulation of financial records 

and data

• Exploitation of AI-driven financial systems and 

algorithms

• Anomaly detection across entire transaction 

populations

• Pattern recognition in journal entries and 

vendor payments (Benford’s law)

• Continuous monitoring of financial data in 

real time

• Enhanced analytical procedures using 

predictive models



AI Usage Policy
Effective Date: 
(insert) 
Approved by:      
( insert)

Purpose

This policy outlines the acceptable use of artificial intelligence (AI) tools within [Organization 
Name], promoting responsible, ethical, and secure application in alignment with organizational 
values and legal requirements.

Scope

This policy applies to all employees, contractors, interns, and third-party vendors using AI tools 
on behalf of [Organization Name].

1. Acceptable Use

AI tools may be used to support productivity, improve efficiency, and enhance decision-
making.

Users must review all AI-generated content for accuracy and appropriateness before use or 
distribution.

AI must not be used to make final decisions involving employment, legal matters, or financial 
transactions without human oversight.

2. Prohibited Use

Do not enter confidential, proprietary, or personally identifiable information (PII) into publicly 
available AI tools.

Do not use AI to generate deceptive, discriminatory, or offensive content.

Do not represent AI-generated work as entirely human-created where transparency is 
expected.



AI Usage 
Policy

3. Data Privacy & Security

❑ All use of AI tools must comply with data privacy laws and 
internal data protection policies.

❑ Only AI tools approved by [Organization Name] may be 
used for handling sensitive information.

❑ Any suspected misuse of AI or data breaches must be 
reported to [IT/Security Contact] immediately.

4. Transparency & Accountability

❑ Employees must disclose the use of AI tools when 
contributing to official communications or decision-making 
processes, especially externally.

❑ Managers are responsible for ensuring team compliance 
with this policy.



AI Governance Policy
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1. Use only approved AI Tools (Enterprise 
version vs. free versions/ personal 
accounts)

2. Need security controls

3. Rules around putting certain data in AI: 
passwords, credentials, SS#’s banking data

4. Must review AI generated data for use

5. Access controls and permission: AI tools 
will reflect existing file permissions

6. Periodic review of access rights

7. Do not put other’s data in the AI tool 
unless agreed to with a client agreement

8. Management has to approve tools, board 
has to oversee responsible adoption of AI



AI Usage 
Policy

❑ 5. Training & Awareness

❑ All employees must complete [Organization Name]’s AI 
usage training.

❑ Ongoing education will be provided to keep staff informed 
of evolving AI capabilities, risks, and governance.

❑ 6. Enforcement

❑ Violations of this policy may result in disciplinary action, 
including but not limited to revocation of access, 
termination, or legal action.

❑ Acknowledgment

❑ By using AI tools in connection with [Organization Name], 
you agree to comply with this policy.



Transaction-Level Controls for AI
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1. Input controls 3. Dual approval2. Output controls

Validate external invoices, emails, 
and contracts before they enter 
financial workflows.

Require employee review before AI 
output is used in a financial or 
operational decision.

Use a two-person rule and log 
who initiated and who approved.

Bottom line
Controls must operate before, during, and after AI-assisted activity.

4. Identity checks 5. Data restrictions
Use call-backs, known contacts, and MFA for payment 
requests, bank changes, or urgent executive 
instructions.

Do not upload payroll, bank account data, or PII to 
unapproved AI platforms.



Allowed Uses vs. Prohibited Uses
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Practical takeaway: Keep AI away from final authority over cash, payroll, banking changes, and postings.

Allowed with controls Prohibited

Draft reports and communications

Analyze validated data

Automate non-financial workflow steps

Approve payments or entries on its own

Initiate wire transfers

Change vendor banking details

Modify payroll or beneficiary 
information



Risk Assessment 
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Live Content Slide

When playing as a slideshow, this slide will display live content

Poll: What are the potential fraud risks based on the 
Statement of Financial Position for Community 

Health Access Network?
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Live Content Slide

When playing as a slideshow, this slide will display live content

Poll: What are the potential fraud risks based on the 
Statement of Functional Expenses for Community 

Health Access Nework?



Deepfake Video
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What policies/controls would prevent 
this payment?

Deep Fake Video “executive approval” 
fraud

Employee joins a video call with what 
appears to be CFO

Entire meeting is AI – generated (faces 
and voices) 

Employee is instructed to wire $25m to 
external accounts 



Live Content Slide

When playing as a slideshow, this slide will display live content

Poll: What policies/controls would prevent this 
payment?



Deepfake Audio
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What policies/controls would prevent 
this payment?

Deep Audio Impersonation of 
Government Office

CFO received call from someone posing 
as an IRS employee

Urgent instruction to transfer funds or 
bank accounts would be frozen due to  
not responding to IRS correspondence  
re: income taxes

Phone ID says IRS



Live Content Slide

When playing as a slideshow, this slide will display live content

Poll: What policies/controls would prevent this 
payment?



AI Generated Invoice
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What controls need to be in place?

Key question: would the organization detect a valid vendor name paired with invalid 
banking, address, amount, or support?

Fake invoice is submitted for payment 

Vendor exists in the system and there is 
prior payment history

Small change to remit-to address



Live Content Slide

When playing as a slideshow, this slide will display live content

Poll: What controls need to be in place?



Client Action 
Checklist
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Concrete steps your organization can take now. 

Now

• Review your current fraud risk assessment process and 

identify gaps

• Evaluate conflict of interest policies and disclosure 

procedures

• Establish or update whistleblower channels

• Assess cybersecurity controls and AI-related vulnerabilities

• Brief the audit committee on the proposed fraud 

standard's key changes
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