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TODAY’S
SECURITY LANDSCAPE

Protecting Yourself
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MDCPA.CNF.IO

» Navigate to https://mdcpa.cnf.io and tap the
session titled "Protecting Your Organization in
Today's Cybersecurity and Fraud Threat
Landscape”

» OR just point your phone’s camera at the QR
code to join directly




Cybersecurity & Fraud Threat Landscape

( - Social Engineering & Human Error

)
Security
Threats
N Jo

Denial of Service, Web App, &
Authentication Attack

The root of most security threats in an increasingly digitized world
have common denominators:

THE “HUMAN ELEMENT”

LACK OF CYBERSECURITY
(BEST) PRACTICES
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Fraud is Big Business

Cybercrime has become industrialized,
leveraging technology, automation, and human exploitation
to generate profits on a massive scale.
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$16.6 BILLION

in U.S. losses to
investment scams

+ 66% YOY

losses tied Southeast Asia-
based scam industry

$4 BILLION

inillicit funds including
proceeds from DPRK heists

Source: U.S. Department of the Treasur y
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Cyber-enabled fraud is responsible
for nearly 85% of all losses.

Prevention takes awareness, action, and
teamwork between law enforcement, banks,
organizations, businesses, and individuals.

More than S360 63

1 m|”|0n ” new ransomware
complaints milion variants with
reported to lost to account critical sector

the FBI takeover impact

Source: FBI IC3 Annual Report
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S3.5
billion

lost to
imposter fraud



Human vulnerability is the first entry point.

Being able to identify and report suspicious communications is critical. Attempts come through
emails, phone calls and texts, targeting all ages, income levels, individuals and businesses.

o%

OF DATA BREACHES STILL
START WITH A PHISHING ATTACK

By posing as someone you know or as
a legitimate company (like your bank),
fraudsters ask you to provide or
verify personal information. To get
you to respond, they may create a
sense of urgency, pretend to be
helping you, or offer a special deal.

Learn More: Huntington.com: Understanding Phishing Scams

Source: World Economic Forum, The Global Risks Report, 17t Edition.
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https://www.huntington.com/learn/digital-safety/prevent-phishing-scams

What role is Al playing in modern fraud

schemes? How can organizations spot and
respond to these threats?




Al-Enabled Attacks

Cyber criminals leverage artificial intelligence (Al) to produce more realistic social engineering
attacks, forgeries, and voice/image exploits. The scale and volume of scams is increasing.

1,265%

increase in phishing attacks
since the launch of ChatGPT

Source: SlashNext Security, The State of Phishing Report
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Al has potential to benefit organizations and
will be more valuable as companies discover
new uses to streamline business processes.

This technology can also expand malicious
activity by helping fraudsters create even
more convincing fraud schemes (voice,
video, etc.)



Awareness is the first line of defense.

Attackers use everyday communication tactics to try to manipulate or influence you. They can then steal
personal/financial information or gain control of a computer system. Common tactics include:

-
LIE

PHISHING & SMISHING i VISHING
Fraudulent emails ! Fraudulent text Watch for voice
pretending to be a "4 messages, often phone calls with
trusted source - encouraging to A delays or phrasing
asking to click a ™ click alink and , that feels scripted
link or open a ‘ “act now” |

document

LEARN MORE: Six Strategies to Protect Your Business Against Account Takeovers and Scams
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WHALING
Attacks designed
for high-value

target, such as a
CEO or CFO;
Often using public
company details



https://www.huntington.com/Commercial/insights/cybersecurity/brand-impersonation-account-takeover-prevention

Impersonation & Account Takeover (ATO)

These escalating threats can severely impact organizations by compromising sensitive information,
financial assets, and operational integrity.

IMPERSONATION ACCOUNT TAKE OVER

* Cybercriminals mimic a trusted entity, * Cybercriminals steal employee credentials,
well-known brand or business partner often through phishing or malware

* Deceive employees, customers, or vendors * Gain unauthorized access to accounts

* Cangain access to sensitive financial * Access can lead to unauthorized
and account information transactions, data breaches, and

operational disruptions

Attack Examples

* Deceptive ads mimicking legitimate Ak B plies

businesses e Social engineering / manipulation
* Fake websites or login pages requesting * Successful phishing messages
credentials with links or attachments

Learn More: Huntington.com: Protect Your Business Against Account Takeovers and Scams
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https://www.huntington.com/Commercial/insights/cybersecurity/brand-impersonation-account-takeover-prevention

Be skeptical. Is it really someone you know?

Huntington Bank may contact you sometimes, but we will never unexpectedly
ask for your login ID or password or send links/software to secure your account
or perform impromptu account changes.

If you receive a suspicious message claiming to be Huntington that asks for
confidential information or money, contact your Relationship Team instead of responding.

Things Huntington Will Never Say:

“We’ve detected suspicious “We need remote access to “Your account has been “Click the link we sent to
activity on your account. Please  your computer to stop the compromised. We need you login securely. Do not use the
verify your username and fraud before it spreads.” to move your money to a system you normally would.

password so we can act.” safe account immediately.” It has been compromised.”

% O O %
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What controls are most effective in
reducing exposure to business email

compromise, ransomware
and third-party vulnerabilities?




Business Email Compromise (BEC)

BEC is one of the most financially damaging online crimes reported to the FBI.

Cybercriminals use familiar tactics like email
and text messages to convince recipients a

et et message is coming from a legitimate source
I I O n like a colleague, vendor, or executive.

They exploit our everyday reliance on email to

in annual losses due to BEC conduct business, using familiarity, urgency
and trust to trigger costly decisions.

Learn More: Huntington.com: Preventing BEC Scams

Source: FBI’s Internet Crime Complaint Center (IC3)

B

Public

13


https://www.huntington.com/Commercial/insights/cybersecurity/prevent-business-email-compromise

Business Email Compromise (BEC)

Attackers continuously evolve their tactics. Common red flags include:

B

Requests to move money to a new
account or change payment instructions
to an atypical destination or method

A sense of urgency, consequences for not
paying quickly, insisting on confidentiality

Messages at inopportune times such
as at close of business or during high
customer volume

Public

Changes to email addresses or removing
recipients from an email chain

Asks for unusual payment amounts or an
additional payment without justification

Refusals to communicate in-person
or verbally
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https://www.huntington.com/Commercial/insights/social-engineering
https://www.huntington.com/Commercial/insights/social-engineering
https://www.huntington.com/Commercial/insights/social-engineering

Business Email Compromise (BEC)

Account Change Request

A seemingly legit “business partner” requests funds be
sent to a new account; It may be framed as a rush because
“your account is past due”

Fraudulent Invoice

Fraudster posing as a company / government entity
requests payment for products, services, taxes or fees

Update to Payment Methods

Fraudsters send realistic emails to request funds be sent
by wire transfers, Zelle, or other online payment platforms
for an “urgent” reason

Executive Transaction Request

Fraudsters pose as an Executive to ask for a time sensitive
transaction (often immediate funds transfer); They state it
is highly confidential

Executive Data Request

Fraudsters pose as an Executive to ask for HR, Payroll or
Audit department data or access to employees earning
statements, tax records, or other personal information

B 15
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Protecting Against Business Email Compromise (BEC)

Monitor Payment Methods & Changes Follow Established Protocols

* Remember, businesses don’t change their
banks often

* Use dual authentication/approvers

* Never call phone numbers or reply to email

* Avoid using paper checks by using ACH or addresses sent in suspicious emails or texts
other. electronic payment methods when * Confirm any notifications of new payment
possible information with a known contact at the

recipient
Treat Emails With Caution Report Quickly

* Look for subtle signs like misspelled email * |If something feels off, escalate to your security

domains, unusual urgency, or requests to team before acting

bypass normal approval processes « In the event of an incident,

it to your financial institution,
from unexpected or unverified appropriate internal teams or partners
sources
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Ransomware

Type of malware used to infect networks/systems & encrypt data until a ransom is paid

A NEW TARGET EVERY Ransomware can shut down operations,

stealing information, and exploiting businesses,

essential services, and individuals alike.
I 4 The victim is sent instructions on how to pay
the ransom to unlock their files. Even after

payment, fraudsters may demand additional
SECONDS payments, delete a victim’s data, refuse to
decrypt the data, etc.

Learn More: Huntington.com Protect Your Organization Against Ransomware

Source: Cybersecurity & Infrastructure Security Agency (CISA)
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https://www.huntington.com/Commercial/insights/cybersecurity/protect-against-ransomware

Third-Party Vulnerabilities

B

Primary vendor breaches can expose your
data, even if your systems are secure.
Secondary vendors (your vendor’s vendors)
add hidden layers of risk.

Centralize vendor management:
Know who you’re working with, what data they
access, and what agreements are in place.

Limit access with role-based controls:
Give vendors only the data and system access
they truly need.

Build a response plan for vendor-related
incidents: Be ready to act quickly if a third-
party breach occurs.

Assess and monitor vendors continuously:
Review cybersecurity practices, contract
terms, and data disposal procedures regularly.

Consider insurance: Cyber insurance may be
an option for your organization.

Public

LEARN MORE: Huntington.com: Vendor vulnerabilities
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https://www.huntington.com/Commercial/insights/cybersecurity/understanding-third-party-risk-management

How else can organizations help

strengthen their cybersecurity & fraud
prevention posture?




Cyber & Fraud Incidents Can Happen: What’s Next?

Cyber and fraud incidents are disruptive
and can feel overwhelming, but you’re not
alone.

Whether it’s an unauthorized charge, a
compromised account, or a targeted
scam, the moments after an incidentis
discovered matter as much as prevention.

Read on for practical steps you can take to
reduce risk and protect your information.

Huntington.com/Security

B
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Stay calm.
Act quickly.
Reduce risk.
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Working Together to Help Stay Safe

Security
IS a shared

responsibility

B

Use strong passwords and practice good password
management

Use multi-factor authentication (MFA) on online
accounts

Don't click links in emails without verifying the sender;
Hover your mouse over them to see where they really go

Keep your devices up-to-date including security
updates, software, and apps

Be proactive with cybersecurity awareness by discussing
scams with family and friends

Back up important data & don’t share sensitive
information with people you don’t know

Control physical access to computers, mobile devices,
checkbooks, etc.

Act quickly in the event of an incident! Report possible
fraud to your financial institution immediately.

Review your credit report annually at the free
government-approved website AnnualCreditReport.com
and consider freezing your credit
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6 Practical Steps to Help Reduce Fraud Risks

STEPS 1-3

L

Act Fast to Stop Further

Losses

The first step is containment.
Stopping access quickly can
prevent additional transactions
and limit exposure.

* Contact applicable financial
intuitions immediately when
you notice an issue

* Freeze orrestrict access
(cards, online banking, wires)
as appropriate

* Change passwords and PINs
(starting with banking and
email accounts)

B

Le
Document
the Situation

Once the immediate issue is
stabilized, clear documentation can
help support investigations, claims,
insurance, and peace of mind.

Be sure to note:

Date/time the fraud was noticed

Type of fraud (card, ACH, wire,
scam, identity theft)

Transactions, dollar amounts,
account names

Who you contacted and when

Public
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Review All Accounts
Not just the impacted one!

Fraudsters rarely stop at one entry
point, and success can often
indicate compromised credentials
elsewhere. Review:

Bank accounts/credit cards
Digital wallets/payment apps

Email, cloud storage, and retail
accounts (especially those with
saved cards)

Monitor all accounts closely for
60-90 days
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6 Practical Steps to Help Reduce Fraud Risks

STEPS 4-6

(]
Strengthen Your
“Human Firewall”

Behavior matters just as much as
technology. Many fraud losses
originate from social engineering,
not system failures. Simple habits
to reinforce include:

* Pause before clicking links or
opening attachments, even if
messages look urgent

* Verify requests for money or
information using a trusted
phone number

*  Watch for pressure tactics (act

now, last chance, don’ttell)

B
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Use Available Tools

Using common fraud prevention
tools can add a layer of protection.
It’s wise to adopt:

e Enable bank account alerts for
transactions, logins, and profile
changes

* Daily transfer or payment limits

e Multi-factor authentication on
financial and email accounts

* One of the strongest protections
individuals can take against
identity theft is a credit freeze.
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Create Teachable
Moments

Fraud education spreads protection
farther than any single control.
Without oversharing personal
details, you can:

* Talk with family members
(especially teens and older
relatives) about what happened

* Share tips with coworkers
or business partners

* Reassess financial processes

e Visit Huntington.com/Learn >
Digital Safety for articles to
share
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Stronger Teams Start with Shared Knowledge

NEARLY 80% OF ORGANIZATIONS
REPORTED BEING A VICTIMS OF A
PAYMENT FRAUD ATTEMPT OR ATTACK.

Security works best when everyone works together.
Find more shareable resources at

Huntington.com: Cybersecurity & Fraud Insights

Huntington.com: Non-Profit Insights

Source: AFP Payments Fraud and Control Report
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Cybersecurity & Fraud

(I) (. nan ) (., v) (v: ary Moscgarart & Paywrests

S
i
S
Vendor vulnerabilities:
Understanding third-party risk
management

24


https://www.huntington.com/Commercial/insights/cybersecurity
https://www.huntington.com/learn/digital-safety/business-cyber-resilience/cybersecurity-financial-risks-nonprofits
https://www.huntington.com/learn/digital-safety/business-cyber-resilience/cybersecurity-financial-risks-nonprofits
https://www.huntington.com/learn/digital-safety/business-cyber-resilience/cybersecurity-financial-risks-nonprofits

Reporting Fraud

Timely reporting of fraud attempts or events helps law enforcement agencies investigate and
prosecute offenders, contributing to the overall deterrence of fraudulent schemes.

WAYS TO REPORT

Local Internet Crime Federal Trade U.S. Postal

Complaint Center . . . .
(1C3) Commission (FTC) Inspection Service
Law Enforcement IC3 Commission (FTC Inspection Service

Call Huntington at (800) 480-2265 immediately
if money has been exchanged.
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https://www.ic3.gov/Home/ComplaintChoice
https://www.ic3.gov/Home/ComplaintChoice
https://www.ic3.gov/Home/ComplaintChoice
https://reportfraud.ftc.gov/#/assistant
https://reportfraud.ftc.gov/#/assistant
https://www.uspis.gov/report
https://www.uspis.gov/report

Additional Resources

Huntington Security
https://www.huntington.com/Security

Huntington Insights
https://www.huntington.com/Commercial/insights/cybersecurity

Cybersecurity & Infrastructure Security Agency

https://www.cisa.gov/publication/cisa-cybersecurity-
awareness-program-toolkit

National Cybersecurity Alliance
https://staysafeonline.org/resources/

STOP. THINK. CONNECT.
https://www.stopthinkconnect.org/

Have | Been Pwned
https://haveibeenpwned.com/

Identity Theft Resource Center
https://www.idtheftcenter.org/
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https://www.huntington.com/Security
https://www.huntington.com/Commercial/insights/cybersecurity
https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
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https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-toolkit
https://staysafeonline.org/resources/
https://www.stopthinkconnect.org/
https://haveibeenpwned.com/
https://www.idtheftcenter.org/

THANK YOU

(@) Huntington Bank



Don’t Forget To
Check-Out Before
You Leave!

Check Out [ Codewords

You ar ked I

Polls have been created, but none are
currently unlocked.

Social Q&A © Ask

° There are no questions right now. Why not
ask one?

Sign In To Moderate
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