Cyber
Security
Awareness:

What is it
and why is it
important?
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cyber security awareness training




What is the
weakest link in
your
cybersecurity?

YOU are the

catalyst and

the weakest
link.

You are also
your greatest
defense!
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Irrelevant and/or
unwarranted messages
sent via email to many
recipients.




FW: Scan from N
Michele | <michele. I -
To

(i) You forwarded this message on 6/14/2019 12:28 PM.

[EXTERNAL SENDER]

Phishing

You have received a 1faxmail at 2019-06-14 12:12:08 EDT. Michele i} ~michele. G -
* The reference number fior thisfax is chd_did6-18019203951-18015993759-109

Enclosed, please find a new faxmail from: "Michele JJjj
Feceived & processed

Read.....

Thank you for using the eFax Corporate senvicel




Email Preview - Alert: Document Report (Link) X

From: Lloyds Bank <noreply@youraccount-alerts.com> Template ID:502942-1758400
Reply-To: Lloyds Bank <noreply@youraccount-alerts.com >

Subject: Alert: Document Report ¥ Send Me a Test Email

@ show Remote Images M Toggle Red Flags

< i >
LLOYDS BANK

Phishing

Your Account Banking has been disabled. Due to recent activities on your account, we placed a temporary
suspension until you verify your account.

Please use the link below to verify your account information:
https://www.lloyds-login-account.com/836526169

Thank you,
Lloyds Bank




From: SurveyMonkey <surveymonkey@wantsurvey.com> Template 1D:502942-2021856

Reply-To: SurveyMonkey <surveymonkey@wantsurvey.com>
Subject: SurveyMonkey Apply Password Reset ¥ Send Me a Test Email
@ show Remote Images M Toggle Red Flags

£ SurveyMonkey

Dear Jon Lloyd,

Someone requested to reset your SurveyMonkey Apply password. If this was not you, you can

P h i S h i n safely ignore this email.
g Thanks,

The SurveyMonkey Apply Team

Reset Password

If the button is not clickable, please copy and paste this URL into your browser's address bar:
https:/fwww. wantsurvey. com/surveymonkey-88808







Spoofing

From: IT <IT@cowdenassociates.coms=
Reply-to: IT <IT@cowdenassociates.com= = Send me a test email
Subject: VPN Preventative Maintenance ™ Toggle Red Flags

Good Afternoon,

Due to recent cyberattacks in the news, we are deploying preventative measures at Cowden
Associates, beginning with our SSL VPN portal. Please log into the VPN using the link below
along with your computer username and password. The helpdesk is aware of these changes, so if
there are any unusual behavior please don't hesitate to contact them.

Please click here

Thank vou for your time.

This message is for the addressee's use only. It may contain confidential information. If vou receive this message
in error, please delete it and notify the sender. Cowden Associates disclaims all warranties and liabilites, and
assumes no responsibility for viruses which may infect an email sent to you from Cowden Associates and which
damage vour electronic systems or information. It is vour responsibility to maintain virus detection systems to
prevent damage to vour electronic systems and information.
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Zoom PhishMe

© This message was sent with High importance,

From: Rohyt Belani <rohyt.belani@phishme.com>
To: Samuel Hahn
Cc
Subject: Request
Hi,

Sent:

Wed 9/16/2015 12:08 PM

Are you busy ? i need you to process a wire transfer for me today. Let me know when you are free so that i can |

send the beneficiary's details.

Thanks
Sent from my iPhone



Ransomware
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Ransomware

| Documents
I
Home Share Wig

<« w £ » ThisPC » Documents
~ [ Mame
3& Quick access
Wy Music
[ Desktop - oy )
7 My Pictures
* Downloads o o My Videos
| Documents [ 2016-10-02 citrus heights.xlsc RYK
&=/ Pictures - |:| 2016-11-11 Reno.dooc RYK
J‘) Music |:| AlG Vol Life ADD Enroll Packet 11.19.15.pdf.RYK
B videos |j AMTEO Advisory Board Agenda - August 31.doc . RYK
|:| AMTSO x Advisory Board Agenda - August 31.doce.RYE
@ OneDrive |:| Hovira options.xls: RYK
O This pC || desktop.ini.RYK
B 30 Objects |__'| For Bank Pay.docc RYK
| | GETRID.txt.RYK
I Desktop . ]
- | ] 10bit MFT Key. bt RYK
g oo |:| not this.docd RYK
; Downloads |:| old_and_new _ios_article.docx RYK
J! Music |:| out back.psp.RYK
| Pictures |:| Plant Plan with notes from don pared.doc RYK
B Videos |:| Plant Plan with notes from don.docRYK
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Multi Factor

Authentication
(MFA)

or
2-factor SUCCESS !
Authentiation
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H E m UtE n G G E s s "P N Over VPN, you're actually using

the office’s internet connection
when you browse the web. At this
point your traffic becomes visible

to the internet. )
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Working from

home




Working
from public
nlaces




Shopping
Online




9:41
Overview Displays Storage Support Service

< Settings General

macOS Big Sur

jon 11.0.1
About Version 11.0.1 (20B29)

MacBook Pro (15-inch, 2017)

Software Update ' ) Processor 2.8 GHz Quad-Core Intel Core i7
Memory 16 GB 2133 MHz LPDDR3

Startup Disk Macintosh HD

Graphics Radeon Pro 555 2 GB

AirDrop Serial Number XOTXXX01XXX0

System Report... Software Update...

AirPlay & Handoff

Picture in Picture

Updates —
RUN EM|I

We've got an update for you

Windows i a service and updates are a normal part of keeping it running smoothly. We
need wour help installing this one.
Ready? Restart now. Not ready? Pick a time that works for you,

Restart now Pick a time




Antivirus

Software

Windows Security
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Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

Settings

See what's happening
and take any

Security at a glance

(4

Virus & threat protection

Mo action neaded.

I

v
App & browser control
No action needed.

gk

Family options

Manage how your family uses

their devices.

ith the security and health of your device

o

Account protection
Mo action needed.

0

Device security
Wiew status and manage
hardware security features

8

Firewall & network
protection
Mo action needed.

<

Device performance &
health
No action needed.



What to do
when you
think you've
had a cyber
security issue




Questions and
Answers
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